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TrustCB Application Form
MIFARE Security Certification scheme
TrustCB is a commercial certification body specialising in the certification of IT security, ICT security, cyber security and cryptographic products (and associated sites, processes and services) evaluated in accordance with international and industry standards.
This application form is intended to register an IT security assessment under the provisions of the MIFARE scheme operated by TrustCB.
This document shall be completed, Signed and submitted via e-mail to MIFARE@TrustCB.com with “New MIFARE application” in the subject line. the (draft) Security Target) shall be attached to the e-mail.
When this Application Form has been completed (i.e., filled in completely and countersigned), and the associated Quotation from TrustCB has been accepted, they will together form the Certification Agreement.
	Application Form reference:
	Reference provided by the Developer to identify this application document. 

Note – the default reference is the filename of this document


1 Introduction
This section describes the basics of both IT security assessment and eventual Certification Agreement for the MIFARE Security Certification scheme.

1.1 Scheme
NXP developed the MIFARE Security Certification scheme to enable implementers of MIFARE technology (such as licensees and NXP itself) to demonstrate that a specific Target of Evaluation (TOE) protects the assets in the MIFARE-compliant TOE against state-of-the-art attackers and that the TOE protects the MIFARE brand and reputation. 
For details of the Scheme, see https://trustcb.com/global-ticketing/mifare/.
In this application form it is assumed that the role of Sponsor
 may be fulfilled by the Developer of the TOE.  Hence the term “Developer” is used in this document.

1.2 Terms and disclaimers
An IT security assessment under the MIFARE scheme confirms that the TOE considered meets the specified security characteristics. It also confirms that the evaluation was conducted in accordance with the provisions of the Scheme and with the required competence and impartiality.

The evaluation results apply only to the specific version or identification of the TOE as defined in the Security Target.

Issuance of a certificate is not a guarantee that the TOE is free from security vulnerabilities. It does not absolve the Developer of any liability for damages resulting from the use of the TOE.

A certificate is not an endorsement or recommendation for use of the TOE by TrustCB or by any other organisation that recognises or gives effect to the certificate, and no warranty of the TOE by TrustCB or by any other organisation that recognises or gives effect to the certificate, is either expressed or implied. TrustCB’s liability for loss and/or damages in the performance of the certification activities, an unlawful act or otherwise, is limited to the amount (exclusive of VAT) that the Sponsor has paid under this agreement. Claims beyond this point are limited to the amount paid out to TrustCB by its insurer. TrustCB will use its best endeavours to ensure the insurer pays out. TrustCB is in no event liable for indirect damages, consequential damages, lost profits, missed savings or damages through business interruption.
This agreement shall be governed exclusively by Dutch law. Any dispute will be submitted to the competent court in The Netherlands for the district where TrustCB has its registered office.
1.3 Rights and obligations

TrustCB will issue a certificate with unique certificate ID at the successful completion of a MIFARE evaluation. The certificates for MIFARE certified TOEs can be found at https://trustcb.com/global-ticketing/mifare/
The issued certificate does not include a Certification Mark for the scheme. 

1.3.1 Developer obligations
The Developer must comply with the published provisions of the MIFARE scheme and shall make all necessary arrangements for the conduct of the evaluation. The provisions of the scheme are published on https://trustcb.com/global-ticketing/mifare/.
The developer confirms they will always fulfil the scheme requirements for certification as required by the scheme. This includes implementing relevant changes in scheme requirements (new or revised), where these have been communicated by TrustCB as impacting the developer’s project.

Where necessary, due to the nature of the change in requirements, TrustCB shall identify the need for an activity to verify the implementation of the changes by the developer, and/or other actions as required by the scheme.

The Developer must make arrangements to investigate any complaints reported in relation to compliance of the TOE with the certification requirements. 

The Developer is obligated to inform TrustCB of any issues or deficiencies in the TOE that could affect compliance with the certification requirements. This includes notifying TrustCB of vulnerabilities discovered in the TOE.
Upon completion of the certification, the developer must archive all evaluation evidence and samples.
The developer of the certified TOE:

· Shall not make any claim of certification while the TOE is still under evaluation. 

· Shall ensure the certification status is understandable by their consumer and not misleading in any way.

· Shall ensure that any alteration to the TOE results in a new version of the TOE, that does not make any claim of being covered by a previously issued certificate

1.3.2 Obligations around Certificate usage

Where the certificate is referenced as evidence of the certification status of a TOE:

· The certificate shall be referenced in its entirety, as issued and/or published in the TrustCB website and with no form of abbreviation or modification

· All TOEs referencing the certificate as evidence of compliance to the scheme shall be manufactured or produced by the company or companies listed in the certificate and in a way that ensures their continuing compliance to the evaluated security characteristics

· Any advertising of the certified listing of a TOE
· Shall be for the TOE version as described at the time of the certification assessment.

· Shall only be for those security characteristics that were in the certified scope of the evaluation.
· Shall be immediately discontinued when the TOE is no longer listed (i.e., certificate is expired, suspended, terminated or withdrawn).
1.3.3 Explanation of graphics, logos and marks used on Certificates

The following graphics, logos and marks may be found on TrustCB issued MIFARE certificates and are explained as follows:

	[image: image1.png]COMMON




	Common Criteria mark, owned by TrustCB.

Used on the certificate as a visual identifier for the Common Criteria Standards upon which the MIFARE scheme requirements are based.

This mark is not a certification mark.

Use of this mark outside of the issued certificate is not permitted unless authorised by TrustCB.

TrustCB reserves the right to take all necessary steps against any misuse of (Registered) Trademarks of TrustCB, as per trademark laws.
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	MIFARE scheme logo, owned by NXP and permitted to be used on MIFARE certificates as a visual indicator of the MIFARE scheme.

This mark as used on a TrustCB issued certificate is not a certification mark.

The use of this mark is strictly governed by NXP.
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	RvA accreditation mark owned by RvA, Raad voor Accreditatie, and required to be used on RvA accredited certificates issued by TrustCB.

This mark as used on a TrustCB issued certificate is not a certification mark.

The use of this mark is strictly governed by the RvA.
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	Certificates issued by TrustCB include the TrustCB owned TrustCB logo.

The TrustCB logo is not a certification mark.

TrustCB reserves the right to take all necessary steps against any misuse of (Registered) Trademarks of TrustCB, as per trademark laws.


1.4 Confidentiality of the certification 
TrustCB commits to the confidential management of all information obtained or created during the performance of the certification assessment activities related to this application. 
TrustCB holds NDAs with all of its licensed labs to ensure confidentiality of an assessment, Developers are recommended to hold a separate NDAs with their selected (TrustCB Licensed) lab.
All information received during the course of the certification assessment for this scheme is considered proprietary information and regarded as confidential under the TrustCB category of sensitive information
.
The exceptions to confidential handling are:
· information that the Developer agrees to make publicly available, or when agreed between the Developer and TrustCB, or otherwise authorised by contractual agreement. TrustCB shall inform the Developer in advance, when agreed information is to be placed in the public domain.
· If TrustCB is required by law or authorized by contractual arrangements to release confidential information, the developer shall, unless prohibited by law, be notified of the information provided.
At the conclusion of an evaluation and certification activity:

· If the TOE fails the evaluation, all parties shall maintain their commitment to ensure the confidentiality of this assessment.

· The associated intermediate results and verdicts produced during the evaluation are considered to be secret information regardless of outcome.
· The existence of a successful certification shall only be published if the Developer has consented to its publication in section 3.6 of this form.
Where publication of the successful certification is requested to be withheld from publication (“unpublished”), TrustCB shall instead publish the SHA-256 hash of the issued certification documentation (Certificate + Security Target) as a secure means to enable it to be authenticated.

TrustCB holds an ISO17065 accreditation issued by the RvA, Dutch Accreditation council. As part of their accreditation activities, RvA may audit or witness any accredited certification activity performed by TrustCB. RvA states its legal responsibility as a national accreditation body and independent government agency to handle data with care and with technical and organisation measures that protect confidential information.
 
1.5 Costs related to certification

It is the responsibility of the Developer to choose an Evaluator
 and to negotiate the contractual conditions between them (including financial arrangements), before submitting this application.

TrustCB charges the costs for the certification process in accordance with the price list as published on the Scheme’s website.
2 Details of involved parties

This section identifies the various parties involved in the IT security assessment. It also describes the party-specific roles and responsibilities.
2.1 Developer
The Developer is the organisation that designs, manufactures, manages or maintains the TOE, or some of its components, that is subject to the assessment. The Developer is also the organisation that applies for an assessment to the Certification Body (CB), funds the evaluation and certification and shall be listed on the certificate as Certificate Holder.
The Developer is responsible for:

· defining the TOE (in the Security Target), which specifies the scope of the evaluation

· providing the TOE, Security Target, and all other evidence/evaluation documentation, including access to the relevant production and development environments of the evaluated TOE
· generating most of the Developer’s evidence

· providing the IT product for testing
· technically assisting the Evaluator if needed (training, testing, and so on)

· providing any components of the intended operational environment necessary for testing the IT product that are not affordable or readily available to the Evaluator

	Organisation name:
	certification sponsor name on the Certificate 

	Address:
	certification sponsor address on the Certificate

	Commercial Contact:
	for contractual matters

	Technical Contact:
	for technical matters

	Telephone number:
	

	E-mail address:
	

	Website:
	

	Invoicing and payment details – please complete all fields:

	Organisation name for invoicing :
	This may be the Evaluator.

	Chamber of Commerce reference: (company registration) 
	

	VAT reference:
	

	Contact name (financial):
	For finance matters

	Email address:
	

	Address:
	

	Telephone:
	


· providing proof of Functional Testing.
2.2 Evaluator
The Evaluator performs the evaluation. It acts as a third party independent of the product Developer. It is licensed by the Certification Body and as such is bound to comply with the provisions of the Scheme.

To perform its work, the Evaluator shall have access to all information necessary to complete its evaluation according to the rules of the Scheme.

	Organisation name:
	

	Address:
	

	Contact name:
	

	Telephone number:
	

	E-mail address:
	


2.3 Certification Body

TrustCB acts as the CB and implements the MIFARE scheme. Its primary role is to provide independent confirmation that evaluations were carried out properly, in accordance with the provisions of the Scheme, and that the conclusions of these assessments are well founded.

	Organisation name:
	TrustCB B.V.

	Address:
	Van den Berghlaan 48
2132 AT Hoofddorp
The Netherlands

	Telephone number:
	+31 (0)23 737 08 00

	E-mail address:
	MIFARE@trustcb.com

	Website:
	https://trustcb.com/global-ticketing/mifare/

	Accredited by:

	Organisation name:
	Raad voor Accreditatie (RvA)

	Website:
	https://www.rva.nl

	E-mail address:
	contact@rva.nl


2.4 Scheme owner:
	Organisation name:
	NXP contact for the MIFARE scheme

	Website:
	https://mifare.net

	E-mail address:
	MIFAREcertification@nxp.com.


3 Scope of IT security assessment
Please complete all tables relevant to the application.

3.1 TOE description

The TOE is identified by the reference given below and is described in the referenced Security Target:
	TOE Reference:
	
	Version/
Identifier
	[#.#]



	ST Reference:
	
	Version

Date
	[#.#]

##-##-20##


3.2 Type of Certification
	Certification of TOE
	[YES / NO]

	Maintenance of an existing certificate * (complete section 3.4)
	[YES / NO]

	
	
	

	Protection Profile:
	MIFARE DESFire EV1/EV2/EV3 Protection profile
	[YES / NO]

	
	MIFARE Plus EV0/EV1/EV2 Protection profile
	[YES / NO]

	
	
	

	Protocols:
	DESFire EV1 
	[YES / NO]

	
	DESFire EV2
	[YES / NO]

	
	DESFire EV3
	[YES / NO]

	
	Plus EV0
	[YES / NO]

	
	Plus EV1
	[YES / NO]

	
	Plus EV2
	[YES / NO]


* Refer to [TrustCB_SCHEME] for maintenance options
3.3  Not applicable for this scheme
This section is not applicable for this scheme.

3.4 In case of a request for maintenance of a certified TOE that does not impact the certified security claim
	Existing Certificate ID:
	

	Existing Certificate issue date:
	

	Reason for maintenance:
	


3.5 Not applicable for this scheme
This section is not applicable for this scheme.
3.6 Publication of the certificate

After the evaluation is concluded successfully, the TOE will be listed as being certified on the Scheme’s website. If you do not wish the TOE to be listed, select “NO”. 

	Publish Certificate upon successful certification
	[YES / NO]


3.7 Additional details or special requests relating to this certification

Please use this section to supply additional details relevant to the application. Note non-standard requests may incur additional certification costs.
4 Signatures

This section contains declarations to be signed by both Developer and Evaluator. 
TrustCB Acceptance of this application will result in issuance of a separate certification quotation. Acceptance of the certification quotation completes the application phase.
4.1 Developer
I hereby declare that I have read the terms in section 1 “Introduction” and the provisions of the MIFARE scheme
, and that I commit to the responsibilities of the Developer. I also declare that all relevant contractual agreements with the Evaluator (and, where relevant, the Functional Tester) have been arranged, and that the Developer hereby requests to start the process for the evaluation and certification of the TOE identified in section  3.1 “TOE description”.
	Organisation name:
	

	Signature  of the person who legally represents the sponsor
	

	Name and title:
	

	Location:
	

	Date:
	


4.2 Evaluator
I hereby declare that I have read the terms in section 1 “Introduction” and the provisions of the MIFARE scheme, and that I commit to the responsibilities of the Evaluator. The TOE to be evaluated falls in a category for which the Evaluation Facility is licensed. I also declare that all relevant contractual agreements with the Developer (and, where relevant, the Functional Tester) have been arranged.

	Organisation name:
	

	Signature  of the person who legally represents the sponsor
	

	Name and title:
	

	Location:
	

	Date:
	


Annex A: Evaluation Work Plan
The following sections of this provisional Evaluation Work Plan (EWP) must be completed and provided at the same time as this application form.

Guidance for completion is included and marked in this manner (in dark red). In completed EWPs, this red guidance text should not be present.

This EWP shall be used to estimate the certification effort and the associated certification costs. 
Note: any change in the evaluation scope (e.g., TOE boundary, additional evaluation meetings etc) may have contractual impact (delays, additional costs).
A.1 Scheme references

The following documents define the MIFARE scheme at the time of filling in the application form.

	MIFARE Security Certification Scheme
	[MIFARE] 1
	Version 3.2

	MIFARE DESFire EV1/EV2/EV3 Protection profile
	[PP] 1
	Version 1.5

	MIFARE Plus EV0/EV1/EV2 Protection profile
	[PP] 1
	Version 1.4

	MIFARE ST template
	[ST] 1
	Version 1.5

	
	
	

	TrustCB Scheme Procedure for MIFARE
	[TrustCB_MIFARE] 1
	Version 2.5

	TrustCB Shared Scheme Procedures
	[TrustCB_SCHEME] 1
	Version 2.6

	
	
	

	Common Criteria for Information Technology Security Evaluation
	[CC]
	Version 3.1

Revision 5

	Common Methodology for Information Technology Security Evaluation, Evaluation Methodology
	[CEM]
	

	Joint Interpretation Library Application of Attack Potential to Smartcards 
	[JIL] 2
	version:  


1 Available to download from TrustCB.com 

2 Available to download from https://www.sogis.eu/
A.2 Project communication

To establish clear communication channels, it is necessary to specify the point(s) of contact for both Developer and Evaluator.
After approval of the application, TrustCB B.V. shall inform all parties of the contact details for the assigned Certifier.

Communication of a technical nature shall be between the contacts listed in the following table and the assigned certifier(s) according to the rules specified in [MIFARE].

Electronic versions of evaluation evidence, deliverables and reports shall be encrypted by PGP and require an exchange of public keys. The commercial certifier keys and MIFARE key can be found on the Scheme’s website, whereas the public keys of the point of contacts for both Developer and Evaluator need to be exchanged preferably with the submission of this application form.
	Organisation Name
	Contact
	Role
	E-mail

	[Name of Developer]
	[Name of contact person(s)]
	
	

	[Name of Evaluator]
	[Name of Project Manager]
	Project Manager
	

	
	[Name of Lead Evaluator]
	Lead Evaluator
	

	TrustCB
	[Jordi Mujal]
	Scheme Lead
	MIFARE@trustcb.com


A.3 Evaluation approach
Background

This section shall describe the evaluation approach explaining the background, any relations or dependencies with other evaluations, reuse of evaluation results, and whether consultancy or other activities (e.g., pre-code reviews) took place. In case of Maintenance, please (briefly) explain here the major or minor changes applied to the TOE. 
Evaluation
What is the functional testing certificate number (or intended delivery date)?

Evaluation milestones

This section shall describe the evaluation milestones as formal evaluation delivery moments. 

	Security Target (ST) Evaluation

	Deliverables:
	Security Target (ST)
	<Delivery Date>

	
	ST Evaluation Report (chapter in ETR)
	<Delivery Date>

	Evaluation details:
	Any deviations, reuse or other relevant information shall be described here


	Test Plan Review
	
	

	Deliverables:
	Evaluator Test Plan
	<Delivery Date>

	
	Any additional deliverables to be provided (e.g. details of Vulnerability Analysis performed)
	<Delivery Date>

	Evaluation details:
	Any deviations, reuse or other relevant information shall be described here


	Final Evaluation Reporting

	Deliverables:
	Evaluation Technical Report (ETR)
	<Delivery Date>

	Evaluation details:
	Any deviations, reuse or other relevant information shall be described here


Template Revision History

	Version
	Date
	Description of change

	2.2
	2020-07-07
	Reflect latest PPs and option for maintenance

	2.3
	2020-08-25
	Refer to latest scheme documents (implicitly by reference to webpage)

	2.4
	2020-12-14
	Reflect latest PPs 

	2.5
	2021-08-02
	Section 1.3 updated to cross refer to the scheme procedures for details of any certification marks (ref 17025 1.6.2, action tracker 2021-062)

	2.6
	2021-10-28
	Maintenance section updated and refer to new ST template version.  

	2.7
	2021-12-02
	Clarifications to sections 1.3, 3 and Annex A

	2.8
	2022-05-23
	References to PPs and shared scheme procedures updated. Certificate renewal option removed (obsolete in the v1.2 of the scheme). No impact on scheme requirements or scheme operation

	2.9
	2022-06-09
	References updated for ST and DESFire PP

	2.10
	2023-04-06
	1.4 updated to provide additional detail on the confidentiality of the certification

1.3.1 updated to provide additional detail on the requirement for the client to fulfil the certification requirements. 

	2.11

2.12
	2024-01-18

2024-02-02
	editorial updates 

	2.13
	2024-12-02
	References updated
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� As per TrustCB definitions found on the Certification Body website � HYPERLINK "https://trustcb.com" �https://trustcb.com�


�	For definitions of confidentiality ratings used by TrustCB, see � HYPERLINK "https://trustcb.com" �https://trustcb.com�.


� 	RvA privacy statement: https://www.rva.nl/en/privacy-statement/


�	An Evaluator is an ISO 17025-accredited evaluation facility, licensed by TrustCB for this scheme.


�	The MIFARE procedures, instructions, forms and all other documents can be found on the MIFARE website (https://trustcb.com/global-ticketing/mifare/)
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