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TrustCB Application Form 
European Cybersecurity Certification Scheme (EUCC)
TrustCB is an independent commercial certification body specialising in the certification of IT security, ICT security, cyber securing ty and cryptographic products (and associated sites, processes and services) evaluated in accordance with international and industry standards.
This application form is used to register an ICT security assessment for certification according to the provisions of the EUCC and as operated by TrustCB under the authorisation of the Dutch Authority for Digital Infrastructure (RDI). RDI is the NCCA for the Netherlands under the EUCC.

To submit an application for EUCC certification to TrustCB for an ICT product or Protection Profile:

· Review and complete this document together with your selected TrustCB licensed ITSEF (refer to (https://www.trustcb.com/about-us/labs/) for details of ITSEFs).

· Sign the Section 4 to confirm the application details. 
· Complete the application XML file (https://www.trustcb.com/common-criteria/eucc/):
· Submit the following documentation to eucc-applications@trustcb.com with “EUCC application” in the subject line:

· This application form, signed and dated by the applicant and the TrustCB licensed ITSEF that has been selected by the applicant to perform the ITSEF evaluation,
· for an ICT product for certification: the (draft) Security Target, 
· for a Protection Profile certification: the (draft) Protection Profile
· The completed application XML,
· In the case of application for maintenance or re-certification, an Impact Analysis Report shall also be provided.
The submission of a completed, signed and dated Application Form will initiate a TrustCB application review. The successful result of this review will be the issuance of a TrustCB quotation which, once signed by the applicant, establishes the Certification Agreement for this EUCC certification activity. 
1 Applications for EUCC certifications
1.1 EUCC Scheme
The European Cybersecurity Certification Scheme (EUCC) has been developed and adopted within the EU under Regulation (EU) 2024/482. EUCC provides an EU and internationally recognised means of evaluating and certifying the security aspects of Information and Communication Technology products. The EUCC has been developed under the European cybersecurity certification framework set out in Regulation (EU) 2019/881, the EU Cybersecurity Act (CSA).

TrustCB B.V. acts as the independent Conformity Assessment Body for EUCC certifications, authorised by the Dutch NCCA, the designated National Cybersecurity Certification Authority of the Netherlands, as established under the CSA. 

The referenced international standard for the scheme is the Common Criteria standard, ISO/IEC 15408 and associated Common Evaluation Methodology ISO/IEC 18045. The Dutch implementation prioritises an efficient certification process with predictable timescales whilst maintaining the highest standards.
1.2 Terms and disclaimers
An ICT security assessment under the EUCC scheme confirms that the Target of Evaluation (TOE) is considered to meet specified security characteristics. It also confirms that the evaluation was conducted in accordance with the provisions of the Scheme and with the required competence and impartiality.

The certification applies only to the specific version or identification of the TOE as defined in the Security Target. 

Issuance of a certificate is not a guarantee that the specified TOE is free from security vulnerabilities. It does not absolve the Sponsor of any liability for damages resulting from the use of the TOE.

A certificate is not an endorsement or recommendation for use of the TOE by TrustCB or by any other organisation that recognises or gives effect to the certificate. No warranty of the TOE by TrustCB or by any other organisation that recognises or gives effect to the certificate, is either expressed or implied.

Liability of both TrustCB’s and the certification Sponsor’s for loss and/or damages in the performance of the certification activities is limited to the amount (exclusive of VAT) that the Sponsor of the evaluation activities has paid under this agreement. The aforementioned limitations of liability shall not apply to damages caused by (i) gross negligence or wilful misconduct; or (ii) breach of confidentiality provisions in section 1.4 “Confidentiality of the assessment”, and claims to TrustCB beyond this point are limited to the amount paid out to TrustCB by its insurer. TrustCB will use its best endeavours to ensure the insurer pays out. TrustCB and the certification Sponsor are in no event liable for indirect damages, consequential damages, lost profits, missed savings or damages through business interruption.

The resulting agreement from this signed application form shall be governed exclusively by Dutch law. Any dispute will be submitted to the competent court in The Netherlands for the district where TrustCB has its registered office.
1.3 Rights and obligations
As conformity assessment body in the role of CB within the framework of the European cybersecurity certification scheme EUCC TrustCB will issue a certificate with unique certificate ID at the successful completion of an EUCC evaluation. 

When the certification scheme introduces new or revised requirements that affect a certification activity, either in progress or completed, TrustCB shall ensure these changes are communicated to the certification sponsor.

In the spirit of the EUCC, as an organization for product certifications (CB), TrustCB shall report to the certificate holder vulnerabilities or changes to a product certified by TrustCB that could possibly have an effect on the status of an issued and still valid certificate.
1.3.1 Sponsor obligations
The certification Sponsor [Sponsor] must comply with the provisions of the EUCC scheme and shall make all necessary arrangements for the conduct of the evaluation. The provisions of the EUCC scheme are published on, or linked from the TrustCB website, https://trustcb.com/EUCC/ .

The Sponsor confirms they will always fulfil the scheme requirements for certification as required by the scheme. This includes implementing relevant changes in scheme requirements (new or revised) as communicated by TrustCB as impacting the Sponsor’s project Depending on the change in scheme requirement, TrustCB may subsequently require additional activities to verify the sponsor has addressed the change.

The Sponsor confirms they shall  inform TrustCB of any issues or deficiencies in the TOE that could affect compliance with the certification requirements. This includes notifying TrustCB of vulnerabilities discovered in the TOE or impacting the TOE.

The Sponsor must make arrangements to investigate any complaints reported in relation to compliance of the TOE with the certification requirements. 

Upon completion of the certification, the Sponsor must archive all evaluation evidence and samples.

The Sponsor undertakes the following commitments: 

· to provide the certification body and the ITSEF with all necessary information; complete and correct, and to provide additional necessary information as requested;

· 
not to promote the ICT product as being certified under the EUCC before the EUCC certificate has been issued;

· 
to only promote the ICT product as being certified with respect to the scope set out in the EUCC certificate;

· to ensure that any alteration to the TOE results in a new version of the TOE, and does not make any claim of being covered by a previously issued certificate

· 
to cease immediately the promotion of the ICT product as being certified in the event of the suspension, withdrawal or expiry of the EUCC certificate;

· 
to ensure that the ICT products sold with reference to the EUCC certificate are strictly identical to the ICT product subject to the certification;

· 
to respect the rules of use of the mark and label established for the EUCC certificate in accordance with REGULATION (EU) 2024/482 Article 11.
1.3.2 Obligations around Certificate usage
Where the certificate is referenced as evidence of the certification status of the ICT product:

· The certificate shall be referenced in its entirety, as issued and/or published in the TrustCB website and with no form of abbreviation or modification.

· All products referencing the certificate as evidence of compliance to the scheme shall be manufactured or produced by the company or companies listed in the certificate and in a way that ensures their continuing compliance to the evaluated security characteristics.
1.3.3 Explanation of graphics, logos and marks used on Certificates
The following graphics, logos and marks may be found on TrustCB issued EUCC certificates and are explained as follows:
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	The Certified ICT product mark. Use of this mark is permitted only when in accordance with Article 11 of the COMMISSION IMPLEMENTING REGULATION (EU) 2024/482 of 31 January 2024 as published in the Official Journal, 7.2.2024 http://data.europa.eu/eli/reg_impl/2024/482/oj) 
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	The Common Criteria Certification mark, used on certificates in accordance with the terms of the Common Criteria Arrangement on the Recognition of Common Criteria Certificates in the Field of IT Security (CCRA)

Usage of this mark is governed by the CCRA
http://www.commoncriteriaportal.org.

	[image: image3.jpg]



	RvA accreditation mark owned by RvA, Raad voor Accreditatie, and required to be used on RvA accredited certificates issued by TrustCB.

This mark as used on a TrustCB issued certificate is not a certification mark.

The use of this mark is strictly governed by the RvA.
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	Certificates issued by TrustCB include the TrustCB owned TrustCB logo.

The TrustCB logo is not a certification mark.

TrustCB reserves the right to take all necessary steps against any misuse of (Registered) Trademarks of TrustCB, as per trademark laws.


1.4 Confidentiality of the certification
TrustCB commits to the confidential management of all information obtained or created during the performance of the certification assessment activities related to this application. 

TrustCB holds NDAs with all of its Licensed labs to ensure confidentiality of an assessment, Sponsors are recommended to hold a separate NDAs with their selected (TrustCB Licensed) Lab.

All information received during the course of the certification assessment for this scheme is considered proprietary information and regarded as confidential under the TrustCB category of sensitive information
.
The exceptions to confidential handling are:

· information that the Sponsor agrees to make publicly available, or when agreed between the Sponsor and TrustCB, or otherwise authorised by contractual agreement. TrustCB shall inform the Sponsor in advance, when agreed information is to be placed in the public domain.

· If TrustCB is required by law or authorized by contractual arrangements to release confidential information, the Sponsor shall, unless prohibited by law, be notified of the information provided.

At the conclusion of an evaluation and certification activity:
· If the TOE fails the evaluation, all parties shall maintain their commitment to ensure the confidentiality of this assessment.

· The associated intermediate results and verdicts produced during the evaluation are considered to be secret information regardless of outcome.
· The existence of a successful certification shall only be published if the Sponsor has consented to its publication in section 3.6 of this form.

Where publication of the successful certification is requested to be withheld from publication (“unpublished”), TrustCB may instead publish the SHA-256 hash of the issued certification documentation (Certificate + Security Target) as a secure means to enable it to be authenticated.

As part of their ISO17065 accreditation activities, the RvA, Dutch Accreditation Council, may audit or witness any accredited certification activity performed by TrustCB. RvA states its legal responsibility as a national accreditation body and independent government agency to handle data with care and with technical and organisation measures that protect confidential information.
 
1.5 Costs related to certification
It is the responsibility of the Sponsor to choose a TrustCB Licensed Lab
 as ITSEF for the evaluation of the TOE and to negotiate the contractual conditions between them (including financial arrangements), before submitting this application.

TrustCB charges the costs for the certification process in accordance with the price list as published on the Scheme’s website.
2 Certification Scope

	The sections below with Yellow highlighting must be completed in the EUCC Notification XML form that will be submitted with this application. For these sections:

· Completion of the XML with the correct content is required
· Completion of the corresponding application form field (highlighted yellow) is optional
These XML mandatory fields are retained in this application form as they may give additional guidance on the expected content for the XML.


2.1 Certification type
	New Product certification or New Protection Profile certification
Certificate is valid for a maximum of 5 years.

Includes one published certificate (in English) and one Certification Report 
	[YES / NO]

	Re-certification (major changes of the TOE and/or threat environment) 
Re-issue of changed certificate (replacing the existing certificate), original expiry date extended to a maximum of 5 years after re-issue date and web publication with updated certification report.

Re-use possible of previous results based on Impact Analysis Report of changes, new vulnerability assessment required.

Note: An agreement for re certification that is signed after the expiry date of the original certificate will be handled as a new certification with corresponding costs.
	[YES / NO]

	Maintenance (minor change)

Based on Impact Analysis Report of changes, no updated vulnerability assessment required.

Maintenance report added to original web publication of certification report

The original certificate remains.

Note: If the certification activity identifies this project has been incorrectly identified as a maintenance, there may be an additional cost to complete 
	[YES / NO]

	CCRA Recognition is requested for this certification?
Note: international recognition of the certification requires the final version of the Security Target (or the Protection Profile) to be published together with the Certificate and Certification Report.
	[YES / NO]


2.2 Description of the Object for certification
	Object name
:
	The name of the product, site or Protection Profile will be listed on the certificate precisely as indicated here

	Version:
	

	Category
	The product taxonomy/classification 

	Technical domain:
	Smart cards and similar devices
	[YES / NO]

	
	Hardware devices with security boxes
	[YES / NO]

	
	Generic software and network products
	[YES / NO]

	TOE description 
	Short description of TOE including intended use



2.3 Assessment Disclosure (Confidentiality of the assessment)
	Does the sponsor allow the existence of this assessment be made public?

Note: This is optional and would result in an entry of the object on the TrustCB published webpage for ongoing EUCC certifications, listing the project reference, developer name, Object name, Category and Assurance Level
	[YES / NO]


2.4 Patch Mechanism aligning with EUCC (EU) 2024/482, IV.4
	Is the product for certification updateable with a patch management mechanism that aligns with the requirements of (EU) 2024/482, IV.4?
	[YES / NO]


2.5 Provision of Security Target/Protection Profile
For product evaluations the Security Target, or a draft version of it, shall be provided together with this application form. 

For a Protection Profile evaluation, the Protection Profile, or a draft version of it, shall be provided together with this application form. 

These (draft) documents are needed to determine the scope of evaluation and should provide sufficient information; including a general product description, the logical and physical boundaries, the Security Problem Description and the security objectives. 
	Document type:
	(draft) Security Target
	[YES / NO]

	
	(draft) Protection Profile
	[YES / NO]

	Document title:
	

	Reference:
	

	Version:
	


2.6 Conformance Claims for this application
	Assurance level and augmentations:
Note: ALC_FLR support is required 
	

	Additional information: 
	<this section must be completed to indicate the reason for selecting this assurance level, referencing intended use>




If the Security Target or Protection Profile claims compliance to one or more Protection Profiles (Please iterate the table in case compliance is claimed to more than one Protection Profile):
	PP title:
	

	Reference:
	

	Version:
	

	Is the PP certified?:
	[YES / NO]


2.7 For composite product
For product that are designed to be in composition with an already certified platform(s), the evaluation may take into account the evaluation results from the already certified platform(s), as described in the document [JIL-COMP]. The associated ‘ETR-for-Composition’ is expected to be provided to the ITSEF. 

The issue date of the oldest ‘ETR-for-Composition’ in a chain of composites must be less than 18 months old at the end of the penetration testing of the complete smart card product. Any related supplementary information such as surveillance reports, maintenance addendum or recertification results should also be referenced here and made available to the ITSEF and the Certification Body.
Please complete the tables below to provide full details of the layers of (composed) platform certification for this application.

Notes: 

1. Headings/entries may be added/adjusted in the table below to accurately reflect the planned composition. 

2. In the case of multi-level compositions, please include the details of all relevant platform certificates (e.g. certificate of underlying IC/hardware as well as the certificate of operating system composed with underlying IC/hardware).

3. Please state “N/A” if a layer of composition is not applicable to this application.
	Platform IC/Hardware:

	Reference of ETR-for-Composition:
	

	(planned) Issue date of ETR-for-Composition:
	

	Certificate Reference
	

	(planned) Issue date of certificate:
	

	Related supplementary information:
	


	Platform Operating System composed with IC/Hardware:

	Reference of ETR-for-Composition:
	

	(planned) Issue date of ETR-for-Composition:
	

	Certificate Reference:
	

	(planned) Issue date of composed OS certificate:
	

	Related supplementary information:
	


2.8 Re-use from previous certification requested 
Evaluation tasks may be reduced by reusing previous evaluation results 

An impact analysis report describing the changes between product versions and their impact on the sponsor evidence is required to facilitate this reduction in effort. This impact analysis report shall be based on the content guidelines given in (EU) 2024/482, IV.3.
	Reference of original certificate:
	

	Last issue date:
	

	Impact Analysis Report reference
	


2.9 Re-use of previous site audit(s) requested
	STAR Reference
	

	Audit date:
	

	Certificate reference
	

	Certificate date
	


2.10 Provision of vulnerability management and disclosure procedures
The vulnerability management and vulnerability disclosure procedures prepared in accordance with the EUCC for the object described in section 2.2 are required to be provided together with this application form. (EU) 2024/482 VI provides further information on requirements for Vulnerability Management. 
	Document title 
	

	Reference:
	

	Version:
	


2.11 Provision of supplementary Cyber Security Information
The Certification Sponsor is required to provide a link to the publicly available website containing the supplementary cybersecurity information referred to in Article 55 of Regulation (EU) 2019/881. 
This weblink shall be made available before the completion of the certification and shall remain available and be updated as necessary at least until the expiry of the corresponding European cybersecurity certificate or EU statement of conformity for the object described in section 2.2. 
	Website link
	If not already finalised, may be provided at a later date but must be provided before the certification assessment can be completed. 


2.12 Special requests in case of product certification
	Does the sponsor have a need to sanitise the final Security Target for its product before having it published? (refer to (EU) 2024/482, V.2 for details of expected content):
	[YES / NO]

	Will the product be used as a Smart Card platform in composite evaluations and for which an ETR-for-Composition is requested? 
	[YES / NO]

	Does the sponsor have a need for a Site Technical Audit Report (STAR) to be generated for one or more of its development and production sites that are audited by the ITSEF in association with this certification activity? 
	[YES / NO]

	If STARs are required, please state how many are required. Details to be provided as part of the Annex A, development and production workflow
	# of STARs


2.13 Publication of the certificate
After the evaluation is concluded successfully, TrustCB B.V. will list the object as being certified on the EUCC certified product webpage. The Certificate, Certification Report and Security Target or Protection Profile will also be published.  The Sponsor has the option to not have these documents published.
	Does the sponsor want to have the Certificate, Certification Report and related documents published?
	[YES / NO]


2.14 For recertifications: requested handling of previously issued certificates 

Please indicate the requested handling of the previously issued certificate once this re-certification has been successfully completed.
	The previously issued certificate is requested to remain published on the TrustCB website until (at least) the certificate expiry.
	[YES / NO]

	The previously issued certificate is requested to be superseded by this recertification and therefore removed from the TrustCB website once this recertification is completed.
	[YES / NO]


2.15 Additional details relating to this certification
Please use this section to supply any additional details relevant to this EUCC application. 
3 Involved parties

	The sections below with Yellow highlighting must be completed in BOTH this application form AND the EUCC Notification XML form that will be submitted with this application. 


This section identifies the various parties involved in the ICT security assessment and their party-specific roles and responsibilities.

3.1 Sponsor
The sponsor is the organisation that applies for an assessment to the Certification Body, funds the evaluation and certification and will be listed on the certificate as certificate holder.

The sponsor is responsible for:

· the definition of the Security Target or Protection Profile which specifies the scope of the evaluation;

· providing the Security Target or Protection Profile, and all other evaluation documentation, including access to the relevant production and development environments of the evaluated product;

· providing the vulnerability management and vulnerability disclosure procedures associated with the object;

· providing the supplementary Cyber Security Information for the evaluated product (referred to in Art. 55 of Regulation (EU) 2019/881), on a publicly available website 

In case of an ICT product assessment, the sponsor is also responsible for:

· providing the ICT product for testing;

· providing any components of the intended operational environment necessary for testing the ICT product that are not affordable or readily available to the ITSEF;

· if the sponsor is the developer: technically assisting the ITSEF if needed;

· monitoring the certified assurance of the certified product;

· monitoring vulnerability information regarding the certified product and informing the scheme (ITSEF and Certification Body) as soon as possible of any known vulnerabilities in the TOE (including the underlying platform in the case of a composed product), together with information of how the issue is addressed (e.g. product update or platform surveillance report, maintenance addendum or recertification results).
	Organisation name:
	certification sponsor name that will be on the published Certificate

	Address:
	certification sponsor address that will be on the published Certificate

	Certified product contact
	email contact that will be on the published Certificate

	Certified product website
	website address that will be on the published Certificate

	Commercial Contact:
	for contractual matters

	Technical Contact:
	for technical matters

	Telephone number:
	required field

	E-mail address:
	required field

	Invoicing and payment details – please complete all fields:

	Organisation name for invoicing :
	This may be via the ITSEF if such an arrangement has been made

	Chamber of Commerce reference: (company registration) 
	

	VAT reference:
	

	Contact name (financial):
	For finance matters

	Email address:
	

	Address:
	

	Telephone:
	


3.2 Developer (only complete this section if a different company to the Sponsor) 
The developer is the organisation which designs, manufactures, manages or maintains the object, or some of its components, that is subject to the assessment. 

The developer is responsible for:

· generating developer evidence as applicable to the assessment, in cooperation with the Sponsor;

· technically assisting the ITSEF if needed (training, testing, access to development and production environments of the evaluated product).
	Organisation name:
	

	Address:
	

	Contact name:
	

	Telephone number:
	

	E-mail address:
	


3.3 ITSEF
The ITSEF performs the evaluation. It acts as a third party independent of the product Developer. It is licensed by the Certification Body and as such is bound to comply with the provisions of the EUCC Scheme and by the [TrustCB_SCHEME]
To perform its work, the ITSEF shall have access to all information necessary to complete its evaluation according to the rules of the Scheme.
	Organisation name:
	

	Address:
	

	Contact name:
	

	Telephone number:
	

	E-mail address:
	


3.4 Conformity Assessment Body (CAB)
TrustCB, as CAB for EUCC certifications provides independent confirmation that evaluations were carried out properly, in accordance with the provisions of the Scheme, and that the conclusions of these assessments are well founded.
	Organisation name:
	TrustCB B.V.

	Address:
	Van den Berghlaan 48, 2132 AT Hoofddorp, The Netherlands

	Telephone number:
	+31 (0)23 737 08 00

	E-mail address:
	EUCC@trustcb.com 

	Website:
	https://trustcb.com/EUCC/ 

	RvA Accreditation link: 
	https://www.rva.nl/en/organisaties/trustcb-b-v/ 


3.5 Scheme owner:
	Organisation name:
	The Dutch Authority for Digital Infrastructure (RDI), as Dutch NCCA under the EUCC

	Website:
	https://www.dutchncca.nl/eu-cybersecurity-certification/common-criteria


	E-mail address:
	eucc@dutchncca.nl



4 Signatures

4.1 Sponsor
I hereby declare that I have read the terms in section 1 “EUCC Application Form” and the provisions of the EUCC scheme, and that I commit to the responsibilities of the Sponsor. I also declare that all relevant contractual agreements with the ITSEF (and, where relevant, the developer) have been arranged and hereby requests to start the process for the evaluation and certification of the object identified above.

	Organisation name:
	

	Signature  of the person who legally represents the sponsor
	

	Name and title:
	

	Location:
	

	Date:
	


4.2 ITSEF
I hereby declare that I have read the terms in section 1 “EUCC Application Form” and the provisions of the EUCC scheme, and that I commit to the responsibilities of the ITSEF. The object to be evaluated falls in a category for which the Evaluation Facility is licensed. I also declare that all relevant contractual agreements with the sponsor (and, where relevant, the developer) have been arranged.

	Organisation name:
	

	Signature  of the person who legally represents the  Evaluation Facility
	

	Name and title:
	

	Location:
	

	Date:
	


Annex A: (provisional) Evaluation Work Plan (EWP)
This annex is to be completed in full by the Licensed ITSEF for this certification activity. The information will be used as the basis for the assessment plan referenced in NI002 and to estimate the certification effort and the associated certification costs. 

Any changes to this EWP must be communicated to TrustCB with an update to this Annex A document, including an update to the version history section, below. Any resulting additional review, cost or time for the project will be communicated. 
Evaluation Work Plan version history
This section to be completed at the initial completion of the form and any subsequent update and re-submission to record EWP changes 
	EWP date:
	Summary of changes from previous version:

	yyyy-mm-dd
	Initial version

	
	


A.1 Scheme references
A.1.1 Scheme basis
	[EUCC]
	Commission Implementing Regulation (EU) 2024/482 of 31 January 2024 (EUCC)

	[CSA]
	Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 (Cybersecurity Act)

	https://eur-lex.europa.eu/eli/reg_impl/2024/482/oj


A.1.2 Referenced standard

	Common Criteria for Information Technology Security Evaluation, 

Common Methodology for Information Technology Security Evaluation
	Version 
	[#.#]

	Errata to CC:2022 and CEM:2022 (only for CC:2022)
	Version 
	[#.#]

	www.commoncriteriaportal.org./cc/index.cfm


A.1.3 Scheme documents

	[NP002]
	EUCC processes
	Version 2.0

	[NI002]
	Content and presentation of evaluation review meetings
	Version 1.0

	[TrustCB_SCHEME]
	TrustCB Scheme Procedure – EUCC

TrustCB Shared Scheme Procedures
	Version 1.0

Version 2.6

	www.dutchncca.nl/eu-cybersecurity-certification/common-criteria/eucc-documents
www.trustcb.com/common-criteria/EUCC/eucc-scheme-procedures/


A.1.4 State-of-the-Art documents referenced (current version unless otherwise stated):
	Minimum Site Security Requirements 
	[YES / NO]

	Composite product evaluation for smart cards and similar devices for CC3.1 
	[YES / NO]

	Composite product evaluation and certification for CC:2022 
	[YES / NO]

	ETR for composition for the technical domain Smart Cards and similar devices template  
(draft listed here for completeness but not yet published) 
	[YES / NO]

	Latest drafts may be referenced if applicable

https://certification.enisa.europa.eu/certification-library/eucc-certification-scheme_en


A.1.5 Other referenced documents:

	[AIS 20/31]:Functionality classes and evaluation methodology for deterministic/physical random number generators, Bundesamt für Sicherheit in der Informationstechnik (see BSI website.)
	[YES / NO]

	[Optionally] 

List here any additional evaluation specific methods (+ versions) that will be used in this evaluation:
	

	
	


A.2 Project communication
To establish clear communication channels, it is necessary to specify the point(s) of contact for both Sponsor and ITSEF.

After approval of the application, TrustCB B.V. shall inform all parties of the contact details for the assigned Certifier.

Communication of a technical nature shall be between the contacts listed in the following table.

Electronic versions of evaluation evidence, deliverables and reports shall be encrypted by PGP and require an exchange of public keys. 

· the commercial certifier keys and TrustCB EUCC key can be found on the TrustCB scheme’s webpage, 

· the public keys of the points of contact for both Sponsor and ITSEF need to be exchanged preferably with the submission of this application form.
A.2.1 Points of contact:

	Organisation Name
	Contact
	Role
	E-mail

	[Name of Sponsor]
	[Name of contact person(s)]
	
	

	[Name of ITSEF]
	[Name of Project Manager]
	Project Manager
	

	
	[Name of Lead Evaluator]
	Lead Evaluator
	

	TrustCB
	[Name of Certifier]
	to be advised
	EUCC@trustcb.com


A.2.2 Evaluation staff:
The following evaluation staff are assigned to perform the evaluation:
	Name
	Role
	ASE
	ADV
	AGD
	ALC
	ATE
	AVA
	ETR

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


A.3 Evaluation approach
In the sections below, the text in RED is provided for guidance, please delete this guidance text and replace with project specific details.
A.3.1 Background
This section shall describe the background of this evaluation, any relations or dependencies with other evaluations, reuse of evaluation results, and whether consultancy or other activities (e.g. pre-code reviews) took place
A.3.2 Evaluation approach and milestones
This section shall describe the evaluation approach and milestones as formal evaluation delivery moments and evaluation meetings. It shall be based on the default process described in the Shared Scheme Procedures and adapted to the type of evaluation (e.g. product, Protection Profile, maintenance or re-certification). Any deviations from the default process shall be explained in detail.

Note the evaluation approach and number of evaluation meetings is used for the cost estimation of the certification activities and that any change will require an update of the EWP and may have contractual consequences (delays, additional costs). The number of evaluation meetings proposed by the ITSEF should be explicitly stated in the description of the evaluation approach.

A.3.3 Testing
This section only applies for product evaluations and shall describe the testing approach for both functional testing (ATE_IND) and penetration testing (AVA_VAN). It shall address the following topics, as applicable:
· will the TOE be tested on site at the ITSEF’s premises, at the developer’s location or remotely (see also [TrustCB_NSI_08_Performing_Testing]).

· will there be automated testing and who will generate the test scripts.

· is all required testing equipment available.

· will there be reuse of test results from previously performed testing.
	Specific variations from standard process

	The ITSEF, in agreement with the Sponsor, explicitly requires a kick-off meeting to discuss (for example) new, innovative or unusual evaluation approaches.  
	YES / NO

	The TOE or the evaluation process exhibits specific non-standard aspects that should be discussed upfront with the scheme (elaborate below)
	YES / NO

	Any deviations from the standard process shall be described here



A.3.4 Evaluation Review Meeting planning
Evaluation review meeting deliverables shall be as detailed in [NI002], and made available to the assigned TrustCB certifier and (if assigned) the involved Dutch NCCA/RDI person) at least 10 working days ahead of the proposed evaluation review meeting dates.
Changes in the planned date of an evaluation meeting shall be reported without undue delay, no shorter than 2 weeks in advance, in an (intermediate) monthly project status report. Notification of changes within the two weeks’ timeframe of a planned evaluation meeting may have contractual consequences like additional costs.

Proposed changes to Evaluation Meeting Review dates shall be agreed with the assigned TrustCB certifier and the involved appointed Dutch NCCA 
	Event
	Proposed Date
	Deliverables date (minimum 10 working days before ERM)

	Availability of confirmed Security Target (ST) for the Evaluation (if the provided ST is a draft).
	
	

	Kick off meeting (optional and only if needed – refer to A.3.2) 
	
	n/a

	ERM1: First Evaluation Review Meeting
	
	

	ERM2: Second Evaluation Review Meeting
	
	

	ERM3: Final Evaluation Review Meeting
	
	


A.3.5 Additional relevant information or requested deviation
Please detail any deviations, re-use or other relevant information to be taken into consideration that relates to the evaluation review meetings or the provision of the ST. 

Examples of information to include here are rationale for any proposals to hold evaluation review meetings concurrently and any dependencies that are outside of this certification activity  
	Relating to:
	Relevant information

	Security Target (ST) for the Evaluation
	

	Kick off meeting
	

	First Evaluation Review Meeting  (ERM1)
	

	Second Evaluation Review Meeting  (ERM2)
	

	Final Evaluation Review Meeting (ERM3)
	


A.4 Development and production workflow ((not necessary for Protection Profile and Site evaluations)
this section shall provide details of the processes having a security impact on the evaluated product, including the physical location(s) (and associated site security certificate(s)) and the ‘sensitive’ inputs and outputs. 
	Process*
	Site location

(City/Country)
	Sensitive Inputs
	Sensitive Outputs
	Details of site report/certificate**

	Project management
	
	
	
	

	Java OS development
	
	
	
	

	Crypto Library development
	
	
	
	

	Applet development
	
	
	
	

	IC manufacturing
	
	
	
	

	Testing
	
	
	
	

	Pre personalisation
	
	
	
	


*Please edit /add processes as needed to reflect the processes for the evaluated product 

** Include issue and expiry dates. If a site certification report is due to expire during the course of the evaluation, indicate whether there are plans already in place for the audit/site-certification to be renewed.
�	For definitions of confidentiality ratings used by TrustCB, see � HYPERLINK "https://www.trustcb.com/about-us/policies-procedures/"��https://www.trustcb.com/about-us/policies-procedures/�.


�	 	RvA privacy statement: � HYPERLINK "https://www.rva.nl/en/privacy-statement/"��https://www.rva.nl/en/privacy-statement/�


�	A Licensed Lab is an ISO 17025-accredited ITSEF (IT Security Evaluation Facility), licensed by TrustCB for this scheme.


�	 Note that this type of certification can only be requested if the original certificate is not older than 2 years.


�	 The name of the product or Protection Profile will be listed on the certificate precisely as indicated here.
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