Product Details

Product Name
Product Vendor

OS Version

Device Build

VDP Details

Security Assurance Level
MDSCert Standard Version
Security Lab

Certification Status
Certification Date

Certification 1D

Requirements

Summary

Security Support Period

Biometric Authentication

Default Configuration Strength

Critical Security Strength

Google Pixel 6a
Google LLC

Android 13

Bluejay 13.0.0, TQ2A.230305.008.E1, Mar 2023)
Bluejay-userdebug 13 (TQ3A.230310.001 9721563 dev-keys, Mar 2023)

https.//source.android.com/setup/contribute/report-bugs.
https://source.android.com/docs/security/bulletin/

Level 3 - Lab Validation with Penetration Test
Preliminary

Brightsight

Lab Review Only

N/A. Lab Review Completed on 4 August 2023

N.A. Lab Review Only

Detail

5 Years - Until July 2027
Fingerprint sensor only, Class 1

Preload Risk Score: N. A

Trusted Execution Environment (TEE): Trusty OS, which runs inside ARM
TrustZone

Secure Element (SE): Titan M2 chip

Strongbox: Yes

Titan M2 is NIST certified: https.//csrc.nist.gov/projects/cryptographic-algorithm-
validation-program/details ?product=15449



https://source.android.com/setup/contribute/report-bugs
https://source.android.com/docs/security/bulletin/
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=15449
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=15449

